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Abstract—Authentication is possible in various ways, the most In a nutshell, the idea is stated as follows: unless Alice
obvious of which is by re-calculating a given authentication shares some secret with Bob, the best she can do is referring
tag upon a private secret shared only with the message’s gy, 15 gthers that she shares secrets with for validating a given
origin. What, however, if no such shared secrets are available? L . . . .
Public-key cryptography has elegantly solved the problem by authentication tag. Bob, S|m|larly as in a pubI|c-I§ey mf_ras—
relying on computational intractability assumptions. In the light tructure, can query these other instances to convince himself
of increasing computational power, can we achieve the same about the correctness of the tag. In turn, he would neither want
thing in the secret-key paradigm? In a quantum network, to send the message all over again, for the sake of privacy
we may have shared secrets between adjacent nodes, makingynq network traffic overhead. Hence, instead of tagging the
an authentic communication between these simple, but what . .
about end-to-end authentication? We present a simple method message, Alice tag; the ha§h—value of the message, which does
of authenticating a transmission that requires shared secrets NOt release much information about the message and causes
only between neighboring nodes in a (quantum) network, but the only minor additional traffic. To avoid person-in-the-middle
sender and receiver (being farther apart) do not need to share attacks somewhere on the channel between Alice and Bob,
any secret knowledge. Our approach is inspired by multipath oy can use multiple (non-intersecting) paths from his node
transmission and thus naturally compatible with this paradigm. s . . e .. .
The security of the proposed method is analyzed based on to Alice’s ne|ghb0rs (.a(.:tlng as verification authorities). Even if
decision-theoretic considerations, and therefore does not hinge the adversary is sufficiently powerful to cut the channel once,
on any computational intractability assumption. changing the paths and repeating the trial can be done in a
way that reduces the adversary’s chance of forgery below any
acceptable threshold. This is the core idea behind the game-
Authentication is the task of ensuring an entity’s identityheoretic security arguments presented below. Before coming

prior to or during a communication, and as such, a crio the details, however, let us loose a few words about related
cial ingredient to many security systems. In the public-keyork in this area.

world, various ingenious authentication schemes have been
established, ranging from challenge-and-response protocols to Il. RELATED WORK
sophisticated zero-knowledge proofs and powerful credentialQuantum key distribution (QKD) is claimed to bring perfect
systems. In the world of secret-key cryptography, authenticgecrecy to a line connecting two parties in a network. Endow-
tion is much simpler, yet less powerful, as it is based on shared all links with QKD devices, we end up with guantum
secrets and verification of key-based message authenticatietwork. Authentication is a widely recognized problem, and
codes (MACs). However, if public-key cryptography should beas seen different solutions. A standard method, known as
avoided and if no pre-shared information between the senaentinuous authentication, is described in [1], but is only ap-
and receiver is available, is there another way of authenticatiplicable to point-to-point authentication. Most closely related
a message? Our approach to a positive answer is inspiredtdyour work is [2], describing how to achieve fundamental
multipath transmission and public-key cryptography: similarlgoals like confidentiality and authenticity if some secret is
as for public-key infrastructures, we can have other instancgsared, but an arbitrarily large portion of this is known to the
in the network provide the certificates that some messageaversary. We attempt to achieve the same thing without any
authentic. So why not use a multipath authentication approgute-shared secret at all. The concept of multipath authentica-
to gain confidence that some message is truly coming fraion has as well appeared in the field of sensor networks and
the purported source? Using a decision-theoretic approach, 3&L [3], [4], [5], where the approach can be combined with
establish a simple authentication mechanism that works wittmultipath transmission for efficiency. Another infrastructure-
out pre-shared secrets and requires a moderate communicab@ased authentication proposal is found in [6]. Contrary to the
overhead, whilst enjoying provable security under the wegkior work in this field, our decision theoretic approach is
assumption stated below. novel from both points of view: theoretical treatment and the
assumption of no pre-shared information.

|. INTRODUCTION
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[1l. AUTHENTICATION SCHEMES and sends each MAC over its own distinct path, being

Consider a quantum network in which each pair of adjacent  disjoint to all other paths, to Bob. o
nodes shares a secret, e.g. established by means of QKI?) On each path we have hop-by-hop authentication, and
Furthermore, suppose that Alice and Bob do not share any BOP accepts her message as authentic if all incoming
secret information that could be used for end-to-end authen-  Verifications are positive.
tication. How should Alice convince Bob that some messade slight drawback of this method is the requirement of all
from her is authentic? Assume that Alice haseighboring paths being live and available between Alice and Bob during
nodes, each of which she shares some secret with. Why Ht# communication. Relaxing this need makes the protocol
use one of them as reputation that she really is Alice? If singlore suitable for ad hoc networks. Why not have Bob actively
path transmission is employed in the way sketched in figuggiery a selection of instances that Alice has created MACs
1, then each forwarding node can check authenticity of tfier to verify authenticity? In the next protocol, Bob receives
incoming message (verification blodk), and can verify its all MACs and hands them over to Alices neighbors for
origin. Upon passing it onwards, it attaches thettagvhich is  verification. In that case, Alice does not need to have a live
a MAC created from the secrét shared between the currenconnection to her neighbors by the time of MAC verification.
and the next hop. By the time Bob receives the message, i sending an authentic message, however, only one path is
may be truly convinced that the message is really coming frosufficient. The protocol is as follows:
his immediate neighbor, but farther than this one, he oughtl) For each neighboring nod¥;, (i = 1,...,n), that
to trust all nodes that forwarded the message from Alice’s  Alice shares a secrdt; with, she creates the message
node onwards. One way to relieve this burden is to employ  authentication codeV AC; = h(t;, k;) wheret; =
several paths to check Alice’s identity tag on the message, h(m, K), and attaches the sequenceMfAC;’s as an
similarly as for multipath transmission. However, to avoid authentication tag to the message.
handing over the message to too many instances for checking?) Upon receiving the tuple(m, M AC,,..., MAC,),
Alice should not authenticate the message itself, but rather Bob recreatest; := h(m,K) and sends the pair
send an authentication code referring to a universal hash-value (t;, M AC;, I Dajce) to X; for MAC verification over
of the message (see [7], [8], [9] for appropriate constructions).  non-intersecting paths (the strinGDajice can be any
Then, this hash-value, along with its authentication code can  descriptor of Alice’s identity in the network). He accepts
be given to other nodes for checking, making the message m as authentic, if and only if each verification poll
itself invisible to them, but still allowing them to verify the comes back positive (over the same path that the query
MAC on behalf of Bab. has traveled over).

Formally, let# := { h: {0,1}" x {0,1}' — {0, 1}k} bea  Notice that this also gives rise to a neat way of authenti-
strongly universal hash-family with key-lengthand letm €  cation in ad hoc networks of highly unstable topology. Alice
{0,1}" denote a general message in the following. Assume@n establish and store keys with any node sufficiently close
that a publicly available hash-functidt-, ') with a fixed and to her for later usage for authentication. She maintains a list
known keyK is available that can be used for general-purpogg nodes that she shares secrets with. At a later stage, she can
hashing. Standard functions such as SHA-1 or RIPEMD-1@@eate MACs with secrets that she shares with nodes from the
are candidates, but we shall stick with universal classes héigé and send the corresponding tags to Bob. For verification,
for the sake of available theoretical assertions about them.Alice only needs to tell which nodes can verify her MAC on

Having multiple paths, a simple way of protecting messag@sr behalf (observe the analogy to real-life social networking,
from an active threshold adversary is, sending the messagiere people give reference to other persons for confirming
over one path and transmitting its hash-value over other nodgeir reputation).
disjoint paths. This however, does not prove the messagat is easy to see that unless the adversary has conquered all
authentic for Bob, because what should stop the adversafythe X;’s, or equivalently, one node on each path between
from inserting a correct hash for a forged message into thg and Bob for alli, at least one MAC verification will fail
channel? Recalling that we assume the channels unprotedtgda forged message with high probability. Notice the strong
because of unlimited power of the adversary, this methgghilarity to multipath transmission, where it has been shown
will not work. Hence, we require some secret knowledge ¢f(] that the existence of several non-intersecting paths is a
Alice to determine the hash-value. The only secrets that Aligecessary condition for perfectly concealed communication.
shares with others are the secret keys held by her and pgr far as confidentiality and communication overhead is
direct neighbors. So, recycling the idea from before, Aliceoncerned, the amount of transmitted data is no more than
could perform as follows to make Bob accept her message;asimes the size of the two MACs for transmission of the
authentic. MAC and the hash of the message. The neighbors of Alice

1) For each neighboring nodg,, (i = 1,...,n), will not gain more thann = |t;| bit of information, because

that Alice shares a secret; with, she creates thethe messagen has been compiled into a hash-valtje On
message authentication codéAC; = h(i;, k;) where the other hand, the secrets shared between Alice and any of
t; = h(m, K). She sends the messageover one path, her neighborsX; will not become visible to Bob, unless he
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Alice Bob

Fig. 1. Hop-by-hop MAC verificatiori/ and (re-)taggingl’

manages to solve the equatidh(m, K),k;) = MAC; for setis as well called aure strategy set, and denoted a®S,.
k;. If an evaluation hash family [8] is chosen, thienis a root The particular choicg € PS; is assumed unknown to Alice
of a polynomial equation of a degree less than the numberasfd Bob.
blocks in the message. In some cases, this task may be feasibl&@he approach put forth in [12] proceeds by defining the
so it is advisable, in any case, to discard the authenticatignantityp(A) = 1—v(A), wherev(A) is the Nash-equilibrium
secrets after usage. Alternatively, one could use another haalldle-point value of the game induced by the mattixThe
function H (like RIPEMD-160 or similar) in between to quantityp(A) is called thevulnerability. The valuev(A4) can
destroy algebraic properties possibly revealing the kgy be found by solving a standard linear optimization program
One proposal is using/ AC; = h(h(m, K),[k; - H(k;)]), (most textbooks on game-theory, e.g. [13], provide full details
but others are imaginable. on this), and is defined ag4) = max,cs, mingecs, v7 Ay,
whereSy, Sy are simplexes over the strategy sets of Alice and
Bob. In other wordsS; is the set of probability distributions

It is easy to prove that once the grapmisertex-connected, gver the actions that Alice and Bob can take, dads the set
then at least: node-disjoint paths exist between Bob andthe of probability distributions over the set of attack strategies
neighbors of Alice [11]. Equally obvious is that no adversaryf the adversary. Everything that follows hinges on Alice
with threshold strictly less than is able to SUCCESSfU”y forge and Bob acting according to their optimaj Nash_equi”brium
a message as coming from Alice. Howeverconnectivity strategy, while the adversary is free to act anyhow, as long
is a rare property and hardly observed in real-life networkgs no unknown strategy is played. In this case, the adversary
Can we obtain a result that holds for general networks, ngfodel would be wrong.
imposing any constraint on the connectivity? The answer isThe intuition behind this framework is simple: if a commu-
yes, by relying on a decision-theoretic line of arguments. njcation is modeled by a game between the honest instances
and the adversary, then pure strategies refer to the degrees of

) . . freedom that all participants enjoy when taking actions. The
Our security analysis will be based on the ideas that hakg sh_equilibrium is a probability distribution that describes

been applied to analyze end-to-end transmission security i oniimal selection of strategies to achieve maximum av-
quantum networks [12]. The idea is easily applied 0 OWa4e revenue from the game under infinite repetitions. In

setting (an example is provided in section V): suppose thalyger \ords, if strategies are chosen according to the Nash-
(possibly singleton) set of paths, say of cardinalifjpetween o jijinrium distribution, then the expected outcomiel) is
Alice and Bob exists. Calt the threshold of the adversaryoptima| for both sides (i.e. for Alice and Bob, as well as

structure under consideration, i.e.Af is an adversary struc- o attacker). Notice, however, that this implies a “zero-

ture, thert := max {{M|: M & A}. If t > n, then the adver- g, asqumption*, i.e. the adversary considers any damage

sary could be able to entirely intercept the channel betweg ajice and Bob as his direct revenue. This may be a

Alice and qu, and without pre-shared secrets, authenticatil%@a"y inaccurate modeling, but provides a valid worst-case
IS do‘?med In any case. Othervylse, there may .be SCeNArAZ umption from Alice and Bob’s point of view. Finally, the
in which authentication is working, and others in which 'huantity p(A) = 1 — v(A) is the difference between the
will fail. Let Alice and Bob set up a matrix with entries . .um outcome= 1) and the actual average outcome
aij € {0,1}, wherea;; = 0 indicates a successful attackiryis is the loss that Alice and Bob suffer on average, and
whilst a;; = 1 means that authentication worked correctife efore called vulnerability. This quantity enjoys various

The index: ranges over th? dggregs of freedom tha_t AIiCSther useful theoretical properties; see [14] for details, and
and Bob enjoy for authentication (i.e. the set of neighboLs  tion v for a numerical example.

that Alice can use for proving her reputation). We call this set
PS; and refer to it aspure strategy set. The column index B. Results

j indicates what attack strategy, i.e. set of conquered nodesye define the random outcome of tiih authentication
A € A'is under the adversary’s control at the moment. Thigtempt asi;; := U;, whereU; = 1 indicates a truly authentic

IV. SECURITY ANALYSIS

A. The Authentication Game
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message delivery, and; = 0 indicates a successful forgeryl, and authentication will not work. To see this, recall that
by the adversary. It is important to notice that this randop(A4) = 1 — v(A), and thatv(A), by definition, is the average
variable is never observable, and that Alice and Bob canrmitcome of the game under infinite repetitions. However,
tell apart the casé/; = 1 from the casel; = 0. Still, they if v(A) = 0 then the average number of forgeries must
can be sure that authentication works correctly with arbitraripsymptotically outweigh the number of detections, and the
high probability, as we will show. probability of succeeding in detecting the adversary is zero.
Our analysis will be based on the following result, who

generalized version appears in [14, Thm. 5.3.32] STheorem IV.2. Let A denote the matrix, modeling the authen-

tication game as described above, and let Alice share secrets

Theorem IV.1. Let A denote the game matrix that Alice and
Bob set up for capturing different scenarios (as described
above). In r (possibly interdependent) repetitions of the given
protocol, in which Alice and Bob exhibit a Nash-equilibrium
behavior, and for any ¢ > 0,

of length [ with n > 1 neighbors of hers, but no secret with
Bob is shared. If p(A) < 1, then Alice can transmit a message
to Bob in an authentic manner, where the probability of forgery
is less than 27!, If p(A) = 1, then the adversary will be able
to forge messages with probability 1.

We emphasize that this result calls Alice and Bob to act ac-
cording to the Nash-equilibrium strategy. However, to remain
synchronized in their (pseudo-random) actions, Alice and Bob
would in turn require some secret to be used as seed for their
random number generators. To avoid this need, Alice could
) _ in general attach tags for all her neighbors, while Bob selects

By construction, Bob will not accept a message as authendigme of them for verification as prescribed by his strategy.
unlessall tags have been verified positively. Hence, the advefnis spares interaction with Alice and the responsibility to
sary .is successful, if and only &£; = 1 for a}ll i (neighbors  gpide by the Nash-equilibrium is on Bob’s side.
of Alice). However, the evenfL;, = 1 Vi) is the same as A fyrther way of fiddling with the scheme is by forging
min <<, Li = 1 (remember that,; € {0, 1}), which happens the answer to the verification queries. However, unless the
with probability at mostxp (M), by theorem IV.1. path has been compromised, there will be no change to this

So, Bob can repeatedly ask Alice to send the messageirttormation. If the path has been compromised, then either the
have the probability of success for the adversary arbitrarifgrgery will succeed with acceptance by Bob, or it will not. If
small. However, for theorem V.1 to hold, Alice and Bob aré succeeds, then the adversary is required to perform as good
required to choose their strategies randomly according to timethe next rounds. The chance for this will become negligible
Nash-equilibrium distribution derived from the zero-sum gan®s the number of rounds grows.

T'(A). If an attacker fiddles with some messages in between|t is important to notice that the network topology is
then Bob will reject the message, which amounts in nothinignplicitly assumed as known to every node in the network. As
else as a denial-of-service for Alice. This, in turn, can bguch, the scheme may appear difficult to implement in wireless
prevented by further measures, which are not subject of tlsig hoc networks as it is. This is subject of ongoing work.
work. However, if Bob demands that the message must e therefore advise to combine it with existing multipath
authentic with probability at leagt, then the last)(log(p)) transmission methods (such as [15], [16], [17]), where this
message verifications should confirm authenticity. problem has been considered already.

Summarizing these considerations, we can state the follow-
ing conclusion: let Alice and Bob set up an authentication
game, where they have strategies (i.e. degrees of freedom) Let a network topology be given, as shown in figure 2.
for proving authenticity by relying on neighbors of Alice forAssume that the adversary can compromise up to 2 nodes
authentication tag verification. Let the adversary be able fi@m the set{1,3,4} (the adversary structure is thué =
mount an attack using different scenarios. Then a matrix{{1.3}.{1,4},{3,4}}). Alice and Bob perform multipath
A e {0,1}™° can be set up, and the vulnerability valu@uthentication over two paths, i.e. Alice attaches two MACs
p(A) can be derived using standard techniques from linel§r be verified by her neighbors upon Bob's enquiry.
optimization. For any (small) security parameter- 0, Bob
can runQ(log(p)) repetitions of the transmission to be sure @ @
that Alice’'s message is authentic with probability at least
1 — p. This requires no pre-shared information between Alice
and Bob to work, and only relies on secrets shared between @
adjacent nodes. Alice

It is worthwhile to loose a few words about what happens 3 (&)
if p(A) = 1. In that case, we have(A) = 0, and the
average number of forgery detections vanishes in the long run.
This means that the adversary will succeed with probability

—re?
P(min Lin(A)—i—s) Sexp( 5 ),

1<i<r

if L; := 1 — U; denotes the loss if the adversary mounts an
attack on the i-th transmission. The adversary is not bound to
follow the Nash-equilibrium strategy for the result to hold.

V. EXAMPLE

&

Bob

Fig. 2. Example network topology
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Assume that Alice and Bob have picked three paimgorkload is well distributed across the network. Regarding
of shortest node-disjoint paths, disregarding other possildgmmunication overhead, the scheme is cheap as it requires

longer paths. So the set of pure strategies AS
{58,548, 54 P}, and given by

s{'B : Use pathss—1—2—t and s—3—6—t,

s{B : Use pathss—1—2—t and s—4—5—t,

s{B . Use pathss—3—6—t and s—4—5—t.

Eve is considered a 1-active adversary with strucidiréence

her strategies are attacking one set4nThis means that her [2]
set of pure strategies is given WS, = A = {s¥,s7 ¥},
where

(1]

(31

s¥ : Compromise nodes 1 and 3, 4]
s¥ : Compromise nodes 1 and 4,
s¥ . Compromise nodes 3 and 4.

Writing down every possible combination of pure strategies |r[1

a matrix A, with entry 1 if the attack fails, we end up with

the following table: (6]

A | s E SF 7]
spBl o 11
8Bl 1 0 1
4Bl 1 1 0 [8]

The Nash-equilibrium value is found agA) = 1/3, and
in turn p(A) 2/3. Since p(4) < 1, we know that an
authentic transmission is possible, and by solving the equatiéﬂ
exp(—n(1 — p(A))?/2) < p, we can instantly determine the[io]
numbern of rounds to attain the threshold probability
Notice, however, that the overall communication overhead I8
still small, considering that we only transmit tags of expected‘y
short length (128 bit for example). [12]

It is equally easy to see from the example, and in general,
that if the adversary’s threshold is strictly less than the number
of paths used for MAC verification, then there is no way df3]
successfully forging a message. In that case, the vuInerabi[f'[f'/]
is zero, and multipath transmission, along with multipath
authentication, with the marriage of both being obvious, [&5]
a method of perfectly secure communication.

VI. CONCLUSION [16]

We presented a simple method of authenticating a tran%-
mission between two parties that do not initially share [a]
common secret. Considering a network where only adjacent

only the transmission of short tags rather than the original
message for MAC verification.
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